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Guide to the Secure Hash Standard

This Standard specifies secure hash algorithms, SHA-1, SHA-224, SHA-256, SHA-384,
SHA512, SHA-512/224 and SHA-512/256. All of the algorithms are iterative, one-way
hash functions that can process a message to produce a condensed representation called a
message digest. These algorithms enable the determination of a message’s integrity: any
change to the message will, with a very high probability, result in a different message
digest. This property is useful in the generation and verification of digital signatures and
message authentication codes, and in the generation of random numbers or bits.
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