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Beyond PCI Compliance

An organization begins a journey when it achieves PCI compliance. It
is usually a starting point for a continuing path to information security
and assurance. It is very important for the organization to understand the
potential challenges and effectively address them after they achieve success-
ful PCI compliance. In this chapter, we briefly discuss the challenges and
success factors that the organization must be aware of to maintain compli-
ance and achieve optimum information security for the enterprise.

20.1 MAINTAINING PCI COMPLIANCE: THE CHALLENGE
20.1.1 The Challenge: The Dilemma Produced by Success

When the organization achieves PCI compliance, it has achieved success
in meeting a highly rigorous and competent security standard. However,
this is no indication of success in the future. Information security is not
an event, but a process. In this process, there are several challenges that
the organization must meet in order to remain secure and compliant. In
fact, all too often, I see companies that are PCI certified and compliant be
breached by simple attacks that could have been easily prevented if they
had maintained their security program and rigor throughout. Also, it is
important to remember that security is not compliance. Compliance is a
by-product of a strong information security program. If a security program
of an organization doesn’t evolve and improve over time, it is likely to have
an adverse impact at some point in the future of the organization. Some of
the challenges I see are as follows:

o The information problem

« The technology challenge
o A shift in management attitudes
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20.1.1.1 The Information Problem

One of the main challenges in remaining
secure and compliant is the information
problem. Organizations are very coordinated
and orchestrated when they are looking to
achieve compliance and certification for the
first time. However, after the initial certifica-
tion and the highs that it provides, they tend
to wane on their security program. This is not
helped by the fact that assessors and internal
auditors also tend to go easy on companies
in subsequent assessments and audits. This
is primarily caused due to lack of account-
ability and information. Organizations that
have strong security programs have these
two traits. They have accountability from
a group or an individual for security and
compliance. They empower this group/per-
son to make decisions and ensure that the
security framework and compliance are met.
However, this group or person is accountable
for the security program or compliance pro-
gram. Failing that, there are consequences.
This group/person is also responsible for get-
ting the right information, at the right time,
from the right people to track the state of
security and compliance in the organization.
However, I have seen that, more often than
not, accountability and information are both
sorely lacking for an organization that has
achieved information security maturity and
PCI compliance and is maintaining the same
over time.

The information challenge stems from
the fact that information updates that are
supposed to be present from different stake-
holders are not available or are not avail-
able in time. Hence, things get delayed, and
security is pushed to the backseat. However,
information delivered in time and effec-
tively usually has a way of pushing even the
most dormant people into action.

Organizations must look at deploying
information-correlation tools like GRC
(governance, risk, and compliance) applica-
tions, project-management tools, and so on,
to maintain tight control over the security
and compliance state of the organization on
a continuing basis.

20.1.1.2 The Technology Challenge

Technology evolves constantly. Organiza-
tions are continually grappling with
changes in technology. For instance, cloud
computing has become a technology para-
digm that most companies seem to want to
adopt. However, the migration to such tech-
nologies is not well evaluated or researched;
hence, organizations somehow forget the
security impetus that should be there for
their technology initiatives. This creates a
scenario that might have serious security
implications for an organization. With the
extremely dynamic nature of technology
change, there are always new vulnerabili-
ties and security flaws being unearthed. For
instance, several vulnerabilities have been
found on the Web-programming Ruby plat-
form that have rendered several Web appli-
cations vulnerable by default, just because
of a platform vulnerability.

Organizations that have secured their
infrastructure and their technology com-
ponents cannot afford to take things lightly
on a continuing basis. They must stay vigi-
lant to ensure that their security framework
takes technology risk into perspective.

20.1.1.3 Management Attitude

I am always receiving complaints about
management. Some of them have merit, and
some do not. More than 25% of the com-
plainants tell me that management wants
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to forget about security once it achieves
compliance. They report that there is a great
deal of support from management until
PCI certification is achieved. However, once
the certification is achieved, management
automatically believes that the processes
are self-sustaining and largely static, with
few changes and evolution cycles. This is
untrue. Change is constant. The organiza-
tion’s risk might change, technology para-
digms might change, the scale and sphere
of operations might change, and so on. This
requires security frameworks to be con-
stantly reevaluated and improved.

Management must view security and
compliance as business enablers and ensure
that these enabling functions receive their
due by way of resources and allocations to
ensure that their business and their critical
data are not at risk.

20.2 SUCCESS FACTORS
FOR CONTINUING
PCI COMPLIANCE

20.2.1 A Change of Attitude

Security is a process, not an event.
Organizations must ingrain this philoso-
phy into all their employees. People should
view security and compliance as a con-
tinuous process that requires consistent
maintenance over time, every day, day
after day.

20.2.2 Deep Understanding of
Risk and Its Application

Most organizations ignore risks to their
own peril. It is absolutely essential to evalu-
ate risk regularly (at least annually). PCI
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mandates a risk assessment on an annual
basis. An annual risk assessment, if done
correctly, provides an opportunity to iden-
tify and analyze threats that have thus far
not been evaluated. Additionally, it pro-
vides an opportunity to review existing
controls and the effectiveness of these con-
trols. It provides the invaluable opportunity
to improve the existing security framework
to include a better quality of preventive,
detective, and corrective controls.

20.2.3 The CISO

The chief information security officer
(CISO) plays a critical role in the organiza-
tion’s security framework. The CISO must
be empowered to manage the organiza-
tion’s security framework and practices.
Needless to say, the CISO must be one who
is well versed in information security prac-
tices, technology paradigms, and the orga-
nization’s business and culture. The CISO
must tread a thin line between security and
enterprise objectives, ensuring at all times
that the organization’s security program
does not hinder its business objectives and
growth prospects.

Also, I have noticed in several organiza-
tions that the CISO invariably reports to the
CIO or the CTO of a company. This usually
engenders a conflict of interest, as these offi-
cers are usually in positions of implemen-
tation. In such cases, security usually gets
lower priority than it requires. The CISO
should ideally report to the audit commit-
tee or the board. The CISO must also be
included in key business and strategy meet-
ings to examine the impact of information

security on the organization’s initiatives.
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I
20.3 SUMMARY

In this chapter, we briefly explored the
factors that could influence the continu-
ing compliance of an organization after
it initially achieves PCI compliance. We
discussed some of the challenges in main-
taining PCI compliance. A significant chal-
lenge is the information challenge, where
the organization must create accountability
and provide information to key stakehold-
ers to effectively manage the organization’s
security initiatives. We also explored the
role of technology change, vulnerabilities,
and so on, in the organization’s compliance

and security challenges. We learned that
management attitudes address
improvement and evolution of the secu-
rity framework within the organization.
Management must not view security as a
cost center, but as a business enabler that

must

adds value to the business; hence, it must
be improved and evolved as a subsystem
within the organization.

Finally, we explored the critical suc-
cess factors for continuing PCI compli-
ance. Significant factors include a sound
understanding and assessment of risk and
recognizing the importance of the chief
information security officer (CISO) in an
organization.
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